CoryiacoBano Ha YnpaBJsilollleM COBeTe YTBepAkIeHo NPUKAa30M THPEKTOPA MIKOJIbI

IIporokoa Ne 1 ot 25.08.2014 IIpuxa3 Nel89 ot 29.08.2014

NHCcTpYyKIIUSA 110 OPraHU3aANUM AHTUBUPYCHOM 3aIUThHI

1. O01ue moJI0KeHus

[lenpto cO3MaHHMSI CHUCTEMBl AHTHBHPYCHOW  3aIlUTHI ABISIETCA  OOecCIeueHHe
3aIUIIEHHOCTH WH(OPMAIMOHHO-KOMMYHUKaIMoHHOM cuctembl (nanee MMKC) ot Bo3aeicTBus
pPa3IMYHOTO POJa BPEAOHOCHBIX MPOTPAaMM U HECAHKIIMOHUPOBAHHBIX MAaCCOBBIX IMOYTOBBIX
pacchbUIOK, MPEAOTBpAIllEHUs WX BHEIpPEHHs B HH(OPMAIMOHHBIE CHUCTEMBI, BBIABICHUS U
0€30IacHOr0 yJaJieHHus M3 CUCTeM B cilydae MONaJaHus, a Takxke QHIbTpAlH JOCTyIa
noJjib30BaTeneil YupexkIeHuss K HeNpoayKTHUBHbIM IHTepHeT-pecypcaM U KOHTpOJS HX
AJIEKTPOHHOM ITEPEIUCKH.

OcHoBoImoararomuMu  TpeOOBAaHUSIMU K CHCTEME AaHTHUBHUPYCHOW 3alUThl YUpeKJIeHUs
SIBIISTEOTCSL:

pelleHre 3a7aud aHTUBUPYCHOW 3alUTHI JIOJDKHO OCYIIECTBISATHCSA B oOmieM Buae. CpeacTtBo

3aIIUTHI HE JOJKHO OKAa3bIBaTh MPOTHBOICHCTBHE KOHKPETHOMY BHPYCY WJIHM TPYIIIE BUPYCOB,

MIPOTUBOICHUCTBUE JTOIKHO OKa3bIBATHCA B MPEINOJIOKEHHUAX, YTO BUPYC MOXKET ObITh 3aHECEH

Ha KOMIBIOTEP W O BUpyce (0 ero CTpykrype (B YacCTHOCTH, CHTHAType€) U BO3MOKHBIX

JEHCTBUAX ) HUYETO HE U3BECTHO;

pelIeHue 3aa9i aHTUBUPYCHOH 3aIIUTHI JI0JDKHO OCYIIECTBISTHCS B PEaIbHOM BPEMEHH.

Meponpusitusi, HanpaBJIeHHbIC HA PEIICHHE 3a/1a4 110 aHTUBUPYCHOM 3alIUTe:

YCTAHOBKA TOJIBKO JIMIIEH3UPOBAHHOTO MPOrpaMMHOro obecrieueHust TuO0 OecruiaTHOe
AHTUBUPYCHOE MPOTpaMMHOE OoOecrieueHre, Uayliee B KOMIUIEKTE ¢ MOAJIMHHON OnepalmoOHHON
cucremoit (tuma Microsoft Security Essentials (cets 10 10 pabounx craniwmii) wiaun Microsoft
Forefront Endpoint Protection (cets 6onee 10 pabounx craHmuii)), moaaepKuBaroiee paboTy ¢
M10JIb30BATEIBCKUMU TPOPUIISIMHU.
perynspHoe OOHOBIIEHHE U €XEJAHEBHbIE MpO(UIAKTHUYECKUE TMPOBEPKU (KEIaTenbHO B
Hepabouee HOYHOE BpeMsi);

HENPEPBHIBHBIA KOHTPOJIb HAJ BCEMH BO3MOXXHBIMU MYTSIMH MPOHHUKHOBEHHSI BPEJOHOCHBIX

porpaMM, MOHUTOPUHT AaHTUBHUPYCHOW O€30MacHOCTH ¥ OOHApYy)KEHUE JIeCTPYKTUBHOMN

AKTUBHOCTH BPEJOHOCHBIX Mporpamm Ha Bcex o0bekTax UKC;

©KEHEBHBIM aHAM3, pAH)XUPOBAaHWE U MPEJOTBPALICHHE YIrpo3 paclpOCTpaHEHHsS U

BO3/ICHCTBUS BPEOHOCHBIX MPOTPaMM MyTeM BBISBIECHUS ySI3BUMOCTel ucnonb3zyemoro B UKC

OTIEPAlIMOHHOTO TMPOTPAMMHOTO O0ECNEeUeHUs] M CEeTEeBBIX YCTPOWCTB ¥  YCTPaHEHUS

OOHapyXeHHBIX JC(PEKTOB B COOTBETCTBHHM C JIAaHHBIMH TIOCTaBIIMKA IMPOTPAMMHOTO

o0ecrnevyeHns U APYTrux CIelUaTu3upPOBAHHBIX SKCIIEPTHHIX aHTUBUPYCHBIX CITYKO.

MpOBEJCHUE MPO(PHIAKTHYSCKUX MEPONPHUATHH 110 TPEJOTBPAIICHUI0O W  OTPAHWYCHUIO

BUPYCHBIX OJIUACMHI, BKIIOUAIONIUX 3arpy3Ky H pa3BepThIBAHHE CIICHUATBHBIX IPABUI

HeHTpanu3anuu (OTPKEHUIO, U30JSIIIAA W JIMKBHJIAIIMH) BPEJOHOCHBIX MPOTpaMM Ha OCHOBE

pPEKOMEHIaIMii M0 KOHTPOJIIO aTak, MOATOTABIMBAEMBIX Pa3pabOTUYMKOM CPEACTB 3aIIUTHI OT

BPEJIOHOCHBIX TPOTPaMM U JIPYTHUMH CHEIHAIA3UPOBAHHBIMUA 3KCIIEPTHBIMA aHTUBHPYCHBIMHU

cnyx0aMu 10 TOTO, KaK OynyT BBIMYIIEHBI (haiiiIbl UCTIPABICHUH, TPU3HAKOB U aHTUBUPYCHBIX

CUTHATYD.

- MPOBEJICHNE PETYISPHBIX MPOBEPOK IHEIOCTHOCTH KPUTHUYECKH BaXKHBIX MPOTPAMM U JaHHBIX.
Hamnune numHuX (aiinoB W cie0B HECAaHKIIMOHWPOBAHHOTO BHECCHMS M3MEHEHHH JTOJIKHO
OBITH 3aPETUCTPUPOBAHO B XKYpHAJIE U PACCIIEIOBAHO;

- BHCIIIHME HOCUTENW WH(OPMAIMM HEW3BECTHOTO TIPOMCXOXKICHUS CJIEeIyeT NpPOBEpATh Ha
HAJIMYUE BUPYCOB JI0 UX HCIIOTH30BAHMUS;

- HEOOXO/IMMO CTPOTO MPUICPKUBATHCS YCTAHOBJICHHBIX MPOLEAYP MO YBEAOMIICHHIO O CIIydasx



MOpPaXCHHsSI AaBTOMATU3UPOBAHHONW WH(GOPMAIMOHHON Cpeabl KOMIBIOTEPHBIMH BHPYCAMH U
MPUHITHIO MEp MO JUKBUAAIMH MTOCIEACTBUI OT UX TPOHUKHOBEHUS;

- cleqyeT HMMETh IUIaHbl obOecneueHus: OecriepeOoitHON paboThl YUpexaeHus i CIydacB
BUPYCHOTO 3apa’kK€HHUs, B TOM YHUCJIE IJIaHbl PE3EPBHOIO KOMHUPOBAHMS BCEX HEOOXOIUMBIX
JAHHBIX W TPOrpaMM U HUX BOCCTAHOBJIICHHUS. ODTH MEpPhl OCOOCHHO BAXKHBI IS CETEBBIX
(baltoBbIX cepBEPOB, MOAAECPKUBAIOIINX OOJIbIIOE KOJTUYECTBO padOYUX CTAHIHUI.

TexHosmornueckre MHCTPYKLIUH

1.1. B yupexiaeHUu pyKOBOIHUTENIEM JOJKHO OBITh Ha3HAUEHO JIMIIO, OTBETCTBEHHOE 3a

AHTUBUPYCHYIO 3aIIUTYy, B JODKHOCTHBIC WHCTPYKIIUU IS KOTOPOTO JOJKHBI OBITH MPOMUCAHBI

MOPAIOK ACUCTBUS B IEPHOJ BUPYCHBIX JMHJIEMUM, MOPSAOK NEHCTBUI MpU BO3HUKHOBEHUU

BHEIITATHBIX CHUTYallUi, CBS3aHHBIX C PabOTOCIOCOOHOCTHIO CPENICTB AHTHUBUPYCHOW 3alUTHI,

MOPSAIOK JACHUCTBUM JUIsl yCTpaHEHMs IOCJIEACTBHM 3apakeHud . B mpoTUBHOM ciydae BCs

OTBETCTBEHHOCTh 3a OOCCIICYCHHE AHTUBHPYCHON 3aIllMTHl JIOXKHUTCS HA PYKOBOJIUTEIS

Yupexaenus.

1.2. B YupexaeHnn MOXET UCTIOIb30BaTHCS TOJIBKO JTUIICH3NOHHOE aHTUBUPYCHOE IMPOTPAMMHOE
obecrnieueHue 1100 cBOOOIHO-PACTIPOCTPAHIEMOE TPOTrPAMMHOE OOecTIeueHuE.

1.3. O06s3aTenbHOMY AHTHBHPYCHOMY KOHTPOJIO TOJJICKHT JH00as WHQopMaIus (TeKCTOBBIC

daitnel m00bIX (popMaToB, (aiIbl JaHHBIX, HCHOJHSIEMbIE (Daiiyibl, MOYTOBBIE COOOIICHHMS),

mojiydaeMasi W TepefaBacMasl 10 TEJICKOMMYHHKAIIMOHHBIM KaHallaM CBSI3M, a TaKke
nHpopManus, HaXOAIIasCsd Ha ChEMHBIX HOCHUTENSIX (MarHMTHBIX JUcKax, JieHTax, CD-ROM,

DVD, flash-nakonurensax u T.1m.). KoHTponb ucxozsieit nHbopManuu HEOOXOAUMO POBOIUTH

HEMOCPEACTBEHHO Tepe]] apXUBUPOBAHUEM M OTIPABKOM (3aMKChI0 HA CHEMHBIA HOCUTEID).

1.4. ®aiinpl, moOMemaeMble B DJEKTPOHHBI apXWB, JOJDKHBI B 00S3aTEIHOM TOPSIKE

MIPOXOJIUTh AHTUBUPYCHBIN KOHTPOIIb.

2. TpeOoBaHus K NPOBEAECHUIO MEPONPUATHII 10 AHTUBMPYCHOM 3a1UTe

2.1. B Havane paboTHI MpH 3arpy3ke KOMIBIOTEpa B aBTOMAaTHYECKOM PEXHUME JOIDKHO
BBITOJIHATHCS] OOHOBJIEHUE AaHTUBUPYCHBIX 0a3 U CEpBEPOB.

2.2. Tlepuoanyeckue MPOBEPKU AIEKTPOHHBIX apPXUBOB JIOJDKHBI MIPOBOIUTHCS HE PEXeE
OJIHOTO pa3a B HEJENI0, JaHHbIE, PacloJIOKEHHbIE Ha pabO4yMX CTaHIMIX IOJIb30BaTeneil —
€XKEHEBHO, B HOYHOE BPEMsI 110 PACITUCAHUIO.

2.3. BHeouepenHO aHTUBUPYCHBIM KOHTPOJIb BCEX IMCKOB U (aillloB MepcoHaIbHOTO
KOMITHIOTEPA JIOJKEH BBITTOITHATHCS:

2.3.1. HemocpencTBEHHO MOC€ YCTAaHOBKU (M3MEHEHMs) MPOrpaMMHOI0 oOecredeHus
KOMIThIOTEpA JO0JDKHA OBITH BHITIOJHEHA aHTHBHPYCHAsS IMMPOBEPKa Ha CepBepax M MEPCOHATBHBIX
KOMITbIOTEpAX YUpPEKICHHS.

2.3.2. Tlpm BO3HWKHOBEHWH IIOJO3PEHUS HA HAJTUYHEC KOMIBLIOTEPHOTO BHpyca
(HeTunuyHast paboTa MpOrpaMmM, NOsABICHHE IrpadUUecKUX U 3BYKOBBIX 3(PPEKTOB, HCKAKEHUN
JAHHBIX, MTpoTajaHue PailyioB, 4acTOe MOSIBIEHNE COOOIIEHUH O CUCTEMHBIX OIIMOKaxX M T.II.).

2.3.3. Ilpu oTmpaBke U MOJTYYEHUHU DJIEKTPOHHOM MOUTHI ONEPATOp HIEKTPOHHOH MOYTHI
00s13aH TIPOBEPUTH FTEKTPOHHBIC TICbMa U UX BIIOKEHHS Ha HATMYHE BUPYCOB.

2.4. B cnyyae oOHapyXeHHUs 3apak€HHBIX BHpycaMH (ailjioB MM 3JIEKTPOHHBIX MUCEM
HOJIb30BATENH O0S3aHBI:

2.4.1. TlpuocTaHOBUTH PadOTY.

2.4.2. HemeyileHHO TIOCTaBUTh B HM3BECTHOCTh O (hakTe OOHAPYXKEHHS 3apaKeHHBIX
BUpYyCOM (hailJloB OTBETCTBEHHOTIO 3a oOecledeHHe aHTHBMPYCHOW 3amMTHl ( B ciydae ero
OTCYTCTBUS — TUPEKTOPA) Y UpEeKICHHSI.

2.4.3. COBMECTHO C BIIAJIENIbIIEM 3apaXCHHBIX BUpPYcOM (HailIoB NpPOBECTH aHAIU3
HEOOXOIMMOCTH TAIBHEHIIIEr0 X MCIIOIb30BaHMS.

2.4.4. TIpoBecTH JIe4eHNE WINM YHUUTOKEHUE 3apaskeHHBIX (paiiiioB.

3. OTBeTCTBEHHOCTh



3.1. OTBETCTBEHHOCTh 3a OpraHU3alMI0 AHTUBUPYCHOW 3allMTHl BO3JIAraeTcsi Ha
PYKOBOIMTEIS YUPEKIACHUS WIH JIUL0, UM HA3HAYEHHOE.

3.2. OTBETCTBEHHOCTh 32 IPOBEIACHHWE MEPONPHUATHI AaHTUBHUPYCHOTO KOHTPOJS B
VYupexnenun BO3J1araeTcs Ha OTBETCTBEHHOTO 3a
o0ecrieyeHre aHTUBUPYCHOM 3aIIMThI, cOOIIOACHNE TpeOoBaHUI Hactosmel MHCTpykuuu mnpu
paboTe Ha NEepCOHANbHBIX PabOYMX CTAHIMAX BO3JIAracTcs Ha MOJb30BaTele JaHHBIX CTAHIMN
WIN TI€1arora, OTBEYAIOLIEro 3a padoTy KOMIIBIOTEPHOTO Kilacca.

3.3. Ileppoanueckuii KOHTPOJIb 32 COCTOSTHUEM aHTHBHPYCHOM 3aILUTHI B YUpEXKIECHUU
OCYILIECTBIISICTCS PYKOBOIUTENEM U (pUKcupyeTcss AKTOM MpoBepkH (He pexke 1 pa3 B kBapTad).



