NHO®OPMALIMOHHASA TAMSTKA,

pa3zpadoranHasa MunoOpHayku Poccun, HanpaBJieHHAsl HA NOBbIIeHUe HH(OPMAINIUOHH O

rPaMOTHOCTH 00yYaloUIUXCsl

C KaxapIM ToJIOM MOJIOAEKH B MHTEPHETE CTAHOBHUTHCS OOJIbIIE, a IIKOJBHUKH OJHU M3 CaMBIX
aKTUBHBIX MOJb30BaTesie PyHera. Mexay TeM, MOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH,

MHTEPHET HECET U MpoOIeMbl. ITa naMsATKa J0HKHA TOMOYb TeOe 0€30IacHO HAXOIUTHCS B CETH.
KommnbrorepHsie BUpYyCHI

KoMIbprOTEepHBII BUPYC - O3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IIPOrpaMM, OTIMYUTEIIBHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI CHOCOOHOCTh K pa3MHOXEHHUI0. B omnosiHeHne Kk 3ToMy, BUPYCBHI
MOTYT TOBPEOUTHh WM TIOJHOCTBIO YHUYTOXUTh Bce (ailibel W JaHHBIE, MOJKOHTPOJIbHBIC
MOJIH30BATEINIO, OT IMEHHU KOTOPOTro OblIa 3amyIlIeHa 3apaKeHHas TPOrpamMMa, a TaK)Ke MOBPEAUTH WIIH
Jlayke YHUUYTOXKUTh OINEpPAllMOHHYI0 CUCTEMY cO BceMH (haitiamu B 1iesioM. B GosbiimHCTBE ciiydaes

PacIpoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.
MeToabl 3a1UThl OT BPEAOHOCHBIX IPOrPAMM:

1. Ucnonb3yii COBpEMEHHBIE OINEPALMOHHBIE CHCTEMBI, UMEIOILNE CEPbE3HBI YPOBEHb 3aILUTHI OT

BPEIOHOCHBIX IIPOTPaMM;

2. TlocrossHHO ycTaHaBnMBail mayTu (UUQPPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHYECKU
YCTaHABIIMBAIOTCS C LENbI0 AOPa0OTKU MPOrpamMMbl) M Jpyrrue OOHOBJCHHUSI CBOEH OIepalnnOHHON
cuctembl. CkaunBail MX TOJIBKO C OQUIHMATIBHOTO caiiTa pazpadoTunka OC. Eciu cymecTByeT pexxum

aABTOMAaTHUYCCKOI'O 06HOBJ'I€HI/I$[, BKJIFOYH €TI0,

3. PaGotaii Ha cBOEM KOMIBIOTEpE MOJ IMpaBaMU I0JIB30BAaTENs, a HE AJAMUHHCTpAaTopa. JTO HE
IIO3BOJIUT 6OJ'IBHII/IHCTBy BPCAOHOCHBIX MpOrpaMM HHCTAJIMPOBATHCA Ha TBOEM IEPCOHAIILHOM

KOMITBIOTEPE;

4. MHcnone3yll aHTUBHUPYCHBIE MpPOrpaMMHBIE NPOAYKTHI H3BECTHBIX HPOU3BOAMTENEH, C

ABTOMATUYECKUM OOHOBJICHHEM 0a3;
5. Orpanuub GU3UUECKUI TOCTYI K KOMITBIOTEPY [Tl OCTOPOHHUX JIUII,

6. Micnionb3y#i BHEIIHUE HOCUTEIH HH(OpMAIMY, TaKUe Kak (hiemrka, AUCK 1K (aiiia U3 HHTepHeTa,

TOJIBKO U3 IIPOBCPCHHBIX HCTOYHUKOB;

7. He oTKpbIBail KOMIIBIOTEPHBIE (DAIIIBI, TOTYYEHHBIE U3 HEHAIEKHBIX UCTOUYHHUKOB. Jlaxke Te (ailibl,

KOTOpBIE MpUCTIall TBOM 3HaKOMBIH. Jlydille yTOUHU y HEro, OTIPABIISI JIM OH TeOe uX.

Cern WI-FI



Wi-Fi - 3T0 He BHJI nepeauu JaHHbBIX, HE TEXHOJIOTHS, a BCEro JIIIb OpeH 1, Mapka. Emie B 1991 rony
HUJIepJIaHcKas KoMmanus 3apeructpupoBana opens "WECA", yto 00603Hayano ciloBOCOYETaHUE

"Wireless Fidelity", koTopblii mepeBoauTcs Kak "O6ecrpoBOAHAS TOUHOCTD'.

Jlo Hamero BpeMeHH JoIuia Jpyras abopeBuaTypa, KOTopas sIBJISETCS TaKOU K€ TEXHOJIOTHEH. DTO
abopesuarypa "Wi-Fi". Takoe Ha3BaHue OBIJIO JaHO ¢ HAMEKOM Ha CTaHAApPT BBICHICH 3BYKOBOM

texuuku Hi-Fi, uro B mepeBoie o3HauaeT "BbICOKast TOUHOCTD'.

Ja, GecraTHBIN HHTEPHET-I0CTYII B Kade, OTeNSIX U adpOoropTax SBISETCS OTIIMYHON BO3MOXKHOCTBIO
BBIXOJa B HHTEepHET. HO MHOTHE 3KCTIepThl CUUTAIOT, 4TO o0mmenoctynubie Wi-Fi cetu He sBIsIOTCA

0€30IacHBIMH.
CoBeTbl 110 6e30MaCHOCTH pabOThI B 00MIe0CTYMHBIX ceTsix Wi-fi:

1. He nepenaBaii cBoto muHyto nHpopmanuio depes odmenoctynusie Wi-Fi ceru. Paboras B HuX,

JKCJIATCJIIbHO HE BBOJAUTD IMAPOJIM AJOCTYIIA, IOTMHBI H KAKHC-TO HOMEPA,

2. Mcnionb3yit 1 0OHOBIIAN aHTUBUPYCHBIE TpOrpaMMbl M Opanamayep. Tem caMbIM Thl 00€30Maculllb

ce0s 0T 3aKauKH BUpYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnosnpzoBanuu Wi-Fi otkitoun ¢pynkuuto "O06uwmii noctyn k daitnam u npuntepam". Jlanuas
(GYHKIMS 3aKpbITA [0 YMOJIYAHHUIO, OJHAKO HEKOTOPBIE M10JIb30BAaTEIN AKTUBHPYIOT €€ Ul yao0cTBa

HCIIOJIb30BAHHUA B pa60Te HJIn y‘-IC6€;

4. He ucnonw3yii myonmmunenidi WI-FI mns mepemadw JTMYHBIX JaHHBIX, HAIPUMED UIS BBIXOJA B

COLMAJIbHBIC CETHU UJIU B DJICKTPOHHYIO IIOYTY,

5. Ucnone3yit Tonpko 3ammuiienHoe coeaunenue yepes HTTPS, a ne HTTP, T.e. mpu nHabope BeO-

aapeca BBoau umMeHHO "https://";

6. B moO6mieHOM Tenedone otkmoun (ynkuuio "llomkmouenne xk Wi-Fi aBromatmuecku". He

JIOITyCKal aBTOMaTUYECKOI'o MOAKII0YEeHUs yCTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.
ConuasibHble ceTi

COIII/IaJILHBIC C€THU aKTUBHO BXO/IAT B HAITY )KU3Hb, MHOT'UEC JIFOANU pa60Ta10T W )KUBYT TaM IMOCTOSIHHO,
a B Facebook yxe 3apeructpupoBan MUUIHAP.T YEJIOBEK, YTO SIBIISETCS OJJHOU CEIbMOM BCEX KHUTEIEH
ruiaHeTbl. MHOTHE MOJTb30BaTeNH HE IOHUMAIOT, YTO HH(OpMAIHs, pa3MEIeHHass MU B COIIMATBHBIX
CeTsIX, MOXKET ObITh HailieHa U MCIOJIb30BaHA KEM YTOJIHO, B TOM YMCJIE HE 00s3aTeNbHO C OJIaruMu

HaMEpEHUSIMU.
OCHOBHBIE COBETHI IO OE30ITACHOCTH B COLMAJIBHBIX CETAX:

1. Orpanuyb cIMCOK Apy3ell. Y Te0s B Ipy3bsiX HE TOJDKHO OBITh CIIy4alHBIX U HE3HAKOMBIX JIIOICH;



2. 3amuinaii CBOO YacTHYIO KHU3Hb. He yka3piBail mapoiu, TenedoHsl, anpeca, T1aTy TBOSTO POKICHUS
U JPYTYIO JUYHYI0 HHPOPMALUIO. 3II0YMBIIIJICHHUKH MOTYT UCIIOJIb30BaTh JJake HH(POPMALIHIO O TOM,

KaK Tbl U TBOHU POAUTECIIU INIAHUPYETC IMPOBCCTH KAHUKYJIbI;

3. 3amumaii CBOIO peryTaruio - JEpKU €€ B YUCTOTE U 3ajaBail cebe BOIPOC: XOTe Obl Thl, YTOOBI
JIpyTue Mojab30BaTeNd BUIEIH, YTO ThI 3arpyxaemib? [logymaii, mpexae yem 4To-To onmyOIMKOBaTh,

HaIlMCcaTh U 3arpy3UTh;

4. Ecnu Tl TOBOPHILB C JIIOAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJIb3YH CBOE PEAIBHOE UMSI U IPYTYIO

JMYHYI0 HHPOPMAIIUH: UMSI, MECTO JKUTEIILCTBA, MECTO yueObl U poUee;

5. W36erait pasmenienus ¢ororpaduii B IHTEpHETE, TIe ThI M300pakeH Ha MECTHOCTH, IO KOTOPOU

MOXHO OIPECACIINTE TBOC MECTOIIOJIOKECHHUE,

6. IIpu peructpanuu B COUUAIBHON CETH HEOOXOIAMMO HUCIIOIb30BATh CIO0XKHbIE APOJIH, COCTOSAIINE

u3 OyKB ¥ IU}p U C KOIUIECTBOM 3HAKOB HE MeHee §;

7. ns conManbHOM CceTH, MOYTHI U IPYTUX CAaTOB HEOOXOAMMO HCII0IB30BATh pa3Hble naposu. Torna

eciiu Teds B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKHA MOJYy4YaT AJOCTYI TOJIBKO K OAHOMY MECTY, a HC BO BCC

cpasy.
DJeKTPOHHBIC ICHBIH

3J'I€KTpOHHBI€ JCHBI'N - 5TO OYCHb y,HO6HBIﬁ crioco6 nnaTemeﬁ, OJHAKO CYIICCTBYIOT MOIIICHHUKH,

KOTOPBIC XOTAT MNOJYYUTh 3TU JCHBI'U.

3J'I€KTp0HHLIC ACHBI'M MTOABUJINCH COBCEM HCAABHO U UMCHHO M3-3d 3TOTO BO MHOTI'UX IOCyAapCTBax

A0 CUX ITIOp HE NPOIMMUCAHO IMMPO HUX B 3aKOHAX.

B Poccun xe oHM (PYHKIIMOHHPYIOT W O HHX YK€ MPOMHMCAHO B 3aKOHE, TJ€ UX pa3’eisioT Ha
HECKOJIBKO BHJIOB - aHOHUMHBIE ¥ HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemaeTcsi MPOBOAMWTH oOmepanuu 0e3 HACHTH()HUKAIMA TOJh30BaTEeNs, a B HEAHOHUMHBIX

UACHTU(DUKAINSA TTOJIH30BATEINS SIBIISIETCS 0053aTEITHHOM.

Taxoke cienyeT pa3nuuaTh dJIEKTPOHHBIC (pUaTHBIE JAEHBIUW (PaBHBI TOCYIAPCTBEHHBIM BaJIOTaM) U

AJIEKTPOHHBIE HEPHUATHBIE IEHBIU (HE PaBHBI TOCYIAPCTBEHHBIM BAJIIOTaM).
OcHOBHbIE COBETHI 110 0€30IacCHOM paboTe C IEKTPOHHBIMU JACHbIAMU:

1. IlpuBsiku K cueTy MOOMIIBbHBIN TenedoH. ITo camblil yIOOHBIN U OBICTPBII CIOCOO BOCCTAHOBUTD
noctyn K cuety. [IpuBsizaHHbIl TenedoH MOMOXKET, eciiu 3a0yenib CBOM MIATeKHbIM Mapoib UIU

3alJIelIb Ha CAlT C HE3HAKOMOTO YCTPOMCTBA;

2. Wcnonp3yii ogHOpa3oBbie maponud. [locine mepexona Ha YCHICHHYIO aBTOpPH3aIMIO TeOe yke He

6y,Z[CT YIpOXKaTh OMaCHOCTH KPaXu WJIN MICPEXBATA IJIATCIKHOTO ITapOJIi;



3. BriGepu cnoxHbIif mapois. [Ipectymankam OyaeT He POCTO yraiaTh CJIOKHBIN mapois. HaxexHbie
NapoJiv - 3TO MapoJid, KOTOPhIE COJepaT He MEHee 8 3HAKOB M BKIIIOYAIOT B CeOsl CTPOYHBIE U
NponucHble OYKBBI, LHU(PHI M HECKOJbKO CHMBOJIOB, TaKH€ Kak 3HaK JoJuiapa, (QyHTa,

BOCKJIMIIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;
4. He BBOAM CBOM MTUYHBIC JaHHBIC HA CAWTaX, KOTOPHIM HE JOBEPSCIIIb.
ONEeKTpOHHAS MOYTa

DNEeKTpPOHHAs MOYTa - 3TO TEXHOJIOTHUS U MPEIOCTABISIEMbIE €10 YCIYTH 10 NEPEChUIKE U MOIYYEHUIO
JJIEKTPOHHBIX COOOIIEHUH, KOTOPBIE PACTIPEIEIISAIOTCS B KOMITBIOTEPHOH ceTr. OOBIYHO AIIEKTPOHHBIH
MOYTOBBIN SAIIMK BBITJIUT CIEIYIONMM 00pa3oM: UMs_TIOJIb30BaTeNA(@UMs_JoMeHa. Takxke Kpome

nepeaayy MpocToro TeKCTa, UMEETCs] BO3MOXKHOCTD IepeiaBaTh (haiibl.
OCHOBHBIE COBETHI 110 0€30MaCHOM paboTe C IIEKTPOHHON MOYTOM:

1. Hamo BBIOpaTh MpaBUIIbHBIN NOYTOBBIN CEPBUC. B MHTEpHETE €cTh OrpOMHBII BHIOOP OeCTIaTHBIX

IMOYTOBBIX CCPBUCOB, OAHAKO JIYUIIC JOBCPATH TEM, KOI'O 3HACIIb U KTO HepBBIﬁ B peﬁTHHFe;

2. He ykas3biBall B JMYHOM TmouTe JMuyHyr0 uUHpopmManuio. Hanpumep, myume BbIOpath

"My3bIKanbHBIH (paHaTt@" win "pok2013" Bmecto "Temal3";

3. Hcnonp3yll IBYXdTalHYH aBTOPU3ALMIO. JTO KOrJa IMOMHMMO Iapojisi HYKHO BBOJUTH KOJ,

IIpUCbUIaeMblii 10 SMS;

4. Boibepu cnoxHbIi Taposib. J[Isi Ka)KAOro MOYTOBOTO SIIUKA JOJDKEH OBITH CBOW HaJEKHBIH,

YCTOMYMBBIN K B3JIOMY IapOJIb;
5. Ecau ecTb BO3MOXHOCTb HaMCAaTh CAMOMY CBOM JIMYHBII BOIIPOC, UCIIOJIb3YH 3TY BO3MOKHOCTB;

6. HCHOJ’ILSyfI HCCKOJIBKO ITOYTOBBLIX AIIHMKOB. HepBLIﬁ JIIA YacTHOM MNEepCnrucKu € aapecaraMu,
KOTOPbBIM Tbl JOBCPACIHID. 9T0 SHCKTpOHHHﬁ apeC HC HaJ0 UCIIOJIb30BATh IIPpU PCTUCTPpAHNU Ha

dopymax u caitax;

7. He oTkpeiBail (aiinbl U Ipyrue BIOKEHHUs B MUCbMaX, JakKe €CJIU OHU MPULUINA OT TBOMX JIPY3€i.

Jlydiie yTO4HHM Y HUX, OTIIPABIISUIM JIU OHU TeOe 3TH (hailbl,

8. ITocne okoHuaHMs pabOTHI HA TIOYTOBOM CEPBHCE IEpel 3aKPhITHEM BKJIAJIKU C caiiToM He 3a0y1b

HaxaTh Ha "BeritTu".
KuGepOymiHT 1 BUPTyalbHOE H3/1€BaTEIHCTBO

KubepOymmHr - TmpeciefoBaHHe COOOMIEHUSMH, COAEPIKAIUMH  OCKOPOJICHHS, arpeccHro,
3allyTUBAHUC, XYJIUIaHCTBO, COHHAJIILHOC 60ﬁKOTHp0BaHHe C TMOMOIIBIO PA3JIMYHBIX HHTCPHET-

CEpBHICOB.



OCHOBHBIE COBETHI 110 00pHOE ¢ KHOSPOYIUTHHTOM:

1. He Opocaiics B 6oii. Jlyummii crioco0: TOCOBETOBATHCS Kak ceOs BECTH U, €CJIM HET TOr0, K KOMY
MOXHO OOpaTUTBCs, TO BHAYalle YCIIOKOWUTHCSA. Eciau ThI HadHemb OTBEYaTh OCKOPOJICHHSMH Ha

OCKOpOJICHUS, TO TOJIBKO €I1ie OOJIBIIE Pa30XkIKEITb KOH(IIHKT;
2. YnopaBnsii cBoel KubeppemnyTaiuei;

3. AHOHMMHOCTH B CETU MHHUMAS. CYH_IGCTByIOT CITOCOOBI BBISICHUTB, KTO CTOUT 3a aHOHHMHBIM

aKKayHTOM;

4. He cTtouT BeCTH XyJWUTaHCKHA 00pa3 BUpTyalbHOU >ku3HH. MHTEpHET (PUKCHpyeT BCe TBOU

JIEUCTBHSI M COXPAHSET UX. Y NAIUTh UX OyJeT KpaiHe 3aTPyAHHUTEILHO;
5. Cobmroaii cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Wrhopupyit enuHuuHblii HeraTuB. OJHOpa30Bble OCKOPOUTEIbHbIE COOOLICHUS JIydIle

urHopuposatb. OOBIYHO arpeccust MpeKpallaeTcs Ha Ha4aJbHOM CTaany;

7. ban arpeccopa. B nporpaMmmax oOMeHa MTHOBEHHBIMU COO6H_I€HI/IHMI/I, B COLHMAJIBHBIX CCTAX €CTb

BO3MOKHOCTb OJIOKUPOBKH OTIIPaBKH COOOIIEHHH C ONIPEEIEHHBIX apPEeCcOB;

8. Ecim Tl cBuuerens kuOepOyiummHra. TBoOM NEHCTBHSA: BBICTYNHTH INPOTUB IPECiea0BaTeIs,
MOKa3aTh €My, YTO €ro JEHCTBHS OLICHWBAIOTCS HETaTHUBHO, MOAJIEP)KATh JKEPTBY, KOTOPOU HYXKHA

HICHXOJIOTHYECKAsl TIOMOIIb, COOOIINTH B3POCIIBIM O (PaKTe arpeCCUBHOTO OBE/ICHHS B CETH.
MoOunbHbIH TenehoH

CoBpemeHHble cMapT(HOHBI U IJIAHIIETHI COIEPKaT B ceOe BIOJIIHE B3POCIbIN (YHKIIMOHAI, U TETIEPh
OHM MOTYyT KOHKYpUPOBaTb CO CTALIMOHAPHBIMHM KOoMIbrOTepaMu. OIHAKO, CPEICTB 3aIUMUTHI JUIS
NOJOOHBIX YCTPOMCTB MOKa 04eHb Majio. TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX NIPOUCXOIUT HE

TaK MHTEHCUBHO, Kak /i [1K, To e camoe kacaeTcss 1 MOOMIIBHBIX MTPHIIOKEHUH.

COBpCMeHHBIG MOOHMIIbHEIE 6pay3€pLI YKC TMNPAKTUYCCKHU OOrHaIM HACTOJIbHBIC aHAJIOI'W, OOHAKO

pacuIMpCeHUC (I)YHKLII/IOH{:UIEI BJIEUET 3a COOOM 6OJ'IBH_IYIO CJIOXHOCTb U MCHBIITYIO 3allTUIICHHOCTD.

I[aHGKO HC BCC IIPOU3BOAWTCIIN BBIITYCKAIOT O6HOBJ'ICHI/I$[, 3aKpPbIBAIOIIHUEC KPUTHYCCKUC YA3BUMOCTH

ISl CBOMX YCTPOMCTB.
OCHOBHBIE COBETHI [T 0€301TaCHOCTH MOOHMIILHOTO TenedoHa:

Huuero He sBaseTcs MMO-HACTOAICMY OeCIUIaTHBIM. By,Z[B OCTOpPOKCH, BCIb KOrga Tebe npemgjararoT

OecruiaTHBIN KOHTCHT, B HEM MOT'YT OBITh CKPBIThI KAKHE-TO IIJIATHBIC YCIIYI'U;

Hymait, mpexae uem otnpaButb SMS, poTo wmu Buaeo. Thl TOYHO 3HACTITH, TJIE OHU OyTyT B KOHEYHOM

urore?



Heo0xo01mumMo 0OHOBIIATE OTIEpaIlMOHHYI0 CHCTEMY TBOETO CMapT(OHA;
Hcrionp3yit aHTHBUPYCHBIE IPOTPAMMBI TSI MOOWIIBHBIX Tele()OHOB;

He 3arpysxaii npuioxeHust OT HEU3BECTHOTO UCTOYHHUKA, BEAb OHU MOT'YT COAEpPkKaTh BPEAOHOCHOE

HporpaMMHOE 00eCIIeYCHHE;

[Tocrme Toro Kak ThI BBIWICIIL C caidTa, TJe BBOAWJ JIMYHYIO HH(DOpMAIHIO, 3aiiii B HACTPOUKH
Opay3epa u ynaim cookies;

[lepuonnuecku npoBepsii, KaKKUe MJIATHBIE YCIYT'H aKTUBUPOBAHbI HA TBOEM HOMEDE;
JaBaii cBoif HOMEp MOOMIIBHOTO TeJe(OoHa TOIBKO JIOIIM, KOTOPBIX ThI 3HACIIb U KOMY JI0BEpsIEIIb;

Bluetooth nomkeH ObITH BBIKIIOUEH, KOTJa Thl UM HE MOJb3yemibes. He 3a0piBaii HHOTIA TPOBEPATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIaliH-UIPBI - 3TO KPACOYHBIE, 3aXBaTHIBAIOIINE PA3BICYEHUS, 00BEIUHSIIOINE COTHH
TBICAY YEJIOBEK IO BceMy Mupy. Mrpoku uccienyroT JaHHbIM UM MUp, OOIIAIOTCS APYT C IPYroM,
BBITOJIHSIOT 3aJaHKsl, CPAXKAIOTCA C MOHCTPAMU U IIOJy4aloT OMNBIT. 3a yIOBOJBCTBUE OHH ILIATST:

IMOKYMAarOT AUCK, OIUIAYUBAOT aOOHEMEHT UIU Hpno6peTa}0T KaKHC-TO OIIIIHNH.

Bce st cpeacTtBa MAYT Ha NOAACPKAHUC W PA3BUTHUC HIPbI, 4 TAKXKXC Ha CaMy 0€e30I1aCHOCTb:
COBCPIICHCTBYIOTCA CHUCTCMbI aBTOPU3AallMU, BBIITYCKAIOTCS HOBBIC IMATYU (I_II/I(l)pOBLIe 3aIlJIaTKU OJIAd

IPOrpaMM), 3aKpbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HO,ZIO6HI)IX Hurpax CTouT onacaTbCs HE CTOJIBKO CBOMX COIICPHUKOB, CKOJIBKO KpaKu TBOCTO IapoJid,

Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPU3AIMU OOJIBIIMHCTBA UTD.
OCHOBHBIE COBETHI IO O€30ITaCHOCTH TBOET'O UTPOBOTO aKKAYHTA!

1. Ecau apyroit urpok BezeT cedst II0X0 WK Co3/1aeT Te0e HEMPUATHOCTH, 3a0JI0OKUPYH €ro B CIIUCKE

UTPOKOB;

2. Ioxanmyiics aIMUHHACTPATOPaM UIPhI Ha TJI0XO0E MOBEACHUE STOTO UTPOKA, JKENATEIbHO MPUII0KHUTD
KaKHe-TO IOKA3aTeNbCTBA B BUJIE CKPUHOB;

3. He ykasbIBaii muuHyt0o nHGOpPMANUIO B podaiine urpsr;
4. YBaxall Ipyrux y4aCTHHKOB I10 MIDE;
5. He ycranaBnuBaii HeopumuaabHbIe TATIA U MOJIBL;

6. Mcnions3yii CI0XKHBIE U pa3HbIE 1APOJIN;



7. Jaxxe BO BpeMs UTPBI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [I0Ka Tl Urpaens, TBOM KOMIIBIOTEP MOTYT

3apasuTh.
DumuHr 1Im KpaXa JIMYHbIX JaHHBIX

OO0bIuHOM Kpaxkel IeHeT U JOKYMEHTOB CETOHS YK€ HUKOT'O HEe yIUBHIIb, HO C pa3BUTHEM HHTEPHET-
TEXHOJIOTH 37I0yMBIIJIEHHUKU IEPEMECTUIINCH B UHTEPHET, ¥ MPOI0JDKAIOT 3aHUMAThCS " TF0OUMBIM"

JCIIOM.

Tak mosiBHUIachL HOBas yrposa: MHTCPHCT-MOIICHHNYCCTBA HIIN (1)I/II_LII/IHF, riiaBHasg LCJIIb KOTOPOIo
COCTOUT B IIOJTYUCHHHU KOHq)I/II[QHHI/IaJ'IBHLIX JaHHBIX noyib30BaTelicii - JIOTUHOB U naponeﬁ. Ha

aHTIUiCKOM s3bIke phishing unraercs kak ¢umuHr (ot fishing - peiOHas 0B, password - mapodn).
OCHOBHBIE COBETHI IO 0OpHOE ¢ (HUIITHHTOM:

1. Cnezm 3a CBOMM AaKKayHTOM. Ecinu ThI noao3peBacilb, 4TO TBOS AHKCTa ObLIa B3J10MaHa, TO

HE00X0IMMO 3a0JI0KHPOBATh €€ U COOOIINTh aAMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;
2. Ucnionb3yii 6e3omacHble BeO-CalThl, B TOM YHCJIE, MHTEPHET-Mara3uiHOB M TOUCKOBBIX CUCTEM;

3. Hcnonb3y#l croxHble M pas3Hble Napond. TakuMm o0pa3oM, eciau TeOs B3JIOMAlT, TO

3JIOYMBINIJICHHUKH ITOJYYaT AOCTYII TOJIBKO K OJTHOMY TBOECMY HpO(l)I/IJ'IIO B CCTH, a4 HC KO BCEM,

4. Ecnu Te0s1 B3710MalK, TO HEOOXOAUMO MPEIYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBICHBI
y T€0sI B IPY3bSX, O TOM, YTO T€Os B3JIOMAJIH 1, BO3MOXKHO, OT TBOETO UMEHH OYET pacChlIaThCs CIlaM

U CCBUIKU Ha (DPUIIMHTOBBIE CANUTHI;
5. YcranoBu HanexHslit mapois (PIN) Ha MoOunbHBIN TenedoH;
6. OTKJII0YM COXpaHEHWE TapoJisi B Opaysepe;

7. He oTkpeiBaii (aiiibl u qpyrue BIOKEHUS B MUChbMax, Jake €CJIM OHM MPHIIUIM OT TBOUX JAPY3eH.

Jlyu4iie yTo4HM y HUX, OTTIPABIISUIN JIM OHH TeOe 3T (Pailiibl.

[Tudposas pemyrarus

[ludpoBass pemyramust - 3TO HeraTMBHas WIM TO3UTHBHas HHpOpManus B ceTd O Tebe.
Komnpomerupytomast nHpopmanusi, pa3MelIeHHAs B HHTEpHETE, MOXXET CEpbEe3HbIM 00pa3oM
OoTpa3uThcs Ha TBoeW peanbHOW ku3HU. "LludpoBas pemyramus" - 3TO TBOH MMMIK, KOTOPBIH

dbopmupyetcs u3 uHGopmalmu o Tede B MUHTEPHETE.

TBoe mecTo KHUTCJIbCTBA, yqe61,1, TBOC (i)HHaHCOBOG ITOJIOXKCHUC, 0COOEHHOCTH XapaKTepa U pacCKa3bl

0 OJM3KHX - BCE DTO HAKAILIMBAETCS B CETH.



MHorure moIpoCTKH JIETKOMBICTICHHO OTHOCSTCS K MyOnMKanuu JUYHON nHpopmanuu B MHTEpHETE,
HE MOHMMAas BO3MOXHBIX MOCHEACTBUNA. ThI 1ayke HE CMOKEUIb JOralaThCsl O TOM, YTo oTorpadus,

pa3MelieHHas 5 JeT Ha3all, cTaja MPUYMHOM 0TKa3a NPUHATH TeOs Ha padoTy.

KommenTapuu, pazmenienue TBoux pororpaduii u Apyrue 1eiHCTBUS MOTYT HE UCUE3HYTh JJake TOCTIe
TOro, Kak Tbl MX YJdaJIWIIb. Tl He 3HaCllb, KTO COXpaHHWII 3Ty I/IH(I)OpMaI_[I/IIO, nomnajaa JM OHAa B
MIOMCKOBBIE CHCTEMBI U COXPaHMUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Te0e OKPYKAIOIIIE JIIOH,
KOTOpBIC HAWIYT W YBUIAT 3T0. HaliT mHpOpMAIMI0 MHOTO JIET CITYCTSI CMOKET JIFO0OH - Kak W3

TOOPBIX MOOYKIIEHUH, TaK U C HAMEPEHHEM MMPUYUHUTH BPEJl. ITO MOXKET OBITh KTO YTOHO.
OCHOBHBIE COBETHI IO 3aIUTE U(PPOBON pPEIyTaLUU:
1. [Togymaii, mpesx/ie 4eM 4TO-TO IMyOJIMKOBATh U MepeaBaTh y ce0sl B 0J10Te HIIM B COIIMAIILHOMN CETH;

2. B Hactpoiikax npoduias YCTaHOBM OIpaHMYEHHMs Ha IPOCMOTP TBOEro Npoduias u €ero

COJIEPKUMOTO, ClIeNIail ero TOJMbKO "miist apy3ei'”;
3. He pa3mernaii 1 He yka3biBail HHPOPMAIIHIO, KOTOpask MOXKET KOT0-JIH00 OCKOPOIISTH TN OOMKATh.
ABTOpCKOE IIPaBO

CoBpeMeHHbIe HIKOJIBHUKU - AKTUBHBIE M10JIb30BaTENN 1IM(PpoBOTo npoctpancTBa. OAHAKO TAJIEKO He
BCE 3HAIOT, YTO M0JIb30BaHNE MHOTUMH BO3MOXHOCTSIMHU LU(POBOro MUpa TpeOyeT COOI0ACHNUS IIPaB

Ha UHTCIUICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "uHTEIEKTyalbHasi COOCTBEHHOCTh'" OTHOCHUTCSI K PA3JIMYHBIM TBOPEHHSIM UEJIOBEUECKOrO
yMa, HauWHas C HOBBIX M300pETEHMI M 3HAKOB, 0003HAUYAIONIIMX COOCTBEHHOCTh Ha NMPOAYKTHI U
yCIyrM, M 3aKaHuuBasg KHuUramu, ¢ororpagusimMy, KHHOQWIBMAMH M  MY3bIKaJbHBIMU

MMPOU3BCACHHUAMMU.

ABTOpCKHE TIpaBa - 3TO IPaBa HAa HMHTEIUIEKTYyaJbHYIO COOCTBEHHOCTh Ha IPOU3BEJNCHMS HAYKH,
JUTEpaTypsl U HCKycCTBA. ABTOPCKHME IIpaBa BBICTYMAIOT B KadyeCTBE TIapaHTUM TOro, YTO
MHTEJUICKTYalbHbIH/ TBOPYECKUI TPy aBTOpa He OyIeT HampacHbIM, JacT €My CIIPaBeUIMBbIC
BO3MOKHOCTH 3apa00TaTh Ha pe3yJibTaTaX CBOEro TpyJa, HOJAYyYUTh U3BECTHOCTh U Mpu3Hanue. Hukro
6e3 pa3peleHus aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 NMPOU3BEICHNE, PACIIPOCTPAHATH, IyOIMYHO
J€MOHCTPUPOBATh, IPO/ABaTh, HMIIOPTUPOBATh, IycKaTb B IPOKAT, IIyOJUYHO HCIIOJIHSATH,

MIOKa3bIBaTh/UCIIOIHATH B 3pUpe WK pa3meniats B IHTepHeTe.

Hcnonn3oBanue "HI/IpaTCKOFO" IIporpaMmMHOI 0 oOecreyeHnsT MOXKET MNPHUBECTU K MHOTHUM pHUCKaM: OT
MNOTCPU MOAHHBIX K TBOUM dKKayHTaM O 6J'IOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, A€ YCTaHOBJICHA
HCJICTAJIbHAA IIporpaMma. He crout Takxke 33.6BIBaTB, 4YTO CYHICCTBYIOT JICTAJIbHBIC U OecruiaTHEBIC

porpamMmabl, KOTOPbIC MOKHO HaAWTHU B CETH.

O noprane



CeteBHUOK.pd - TBOW INIaBHBIA COBETYHK B CETH. 371€Ch Thl MOXKEIIb Y3HATh O OE30MIaCHOCTH B CETH
MOHATHBIM U JOCTYIHBIM S3BIKOM, a MPH BO3HUKHOBEHUH KPUTUYECKOW CUTyalluM OOpaTUTHCS 3a

COBETOM. A Takke MPUHATH y4acTHe B KOHKYpCaxX U CTaTh CaMbIM LU(POBBIM IpaskJaHUHOM !



